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ABSTRACT

The Android framework allows apps to take full advantage of personal information through granting single permission,
and does not determine whether the data being leaked is actual personal information. To solve these problems, we propose a
tool with static/dynamic analysis. The tool analyzes the Source and Sink used by the target app, to provide users with
information on what personal information it used. To achieve this, we extracted the Source and Sink through Control Flow
Graph and make sure that it leaks the user’s privacy when there is a Source-to-Sink flow. We also used the sensitive
permission information provided by Google to obtain information from the sensitive API corresponding to Source and Sink.
Finally, our dynamic analysis tool runs the app and hooks information from each sensitive APL. In the hooked data, we got
information about whether user’s personal information is leaked through this app, and delivered to user. In this process, an
automated Source/Sink classification model was applied to collect latest Source/Sink information, and the we categorized
latest release version of Android(9.0) with 88.5% accuracy. We evaluated our tool on 2,802 APKs, and found 850 APKs
that leak personal information.
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Table 1. Added, deprecated and removed APls
for each version.

SDK Class Method
Version . Deprecated . Deprecated
Code Since + removed Since + removed
I 131 6 294 29 426
J 183 80 671 256
K 132 2 301 28
L 265 403 920 156
M 152 371 508 132
N 357 40 835 55
) 376 16 816 114
P 196 99 485 138
Q(29) 196 65 814 1546
Total 1988 1082 5673 2851

2.2 AA & A3 (Source & Sink)

29} A3 taint BAGIA A 4 A
R AH 55 4 dHelA FEd] o] 2 N
dolrh, & 747} dloje] 55 wel Aojsn, &
2 Aad A FellA deolEE Yol A4,
Aae doleE 2 Agor Aot 4 gl
5 B0l e duERo|=elX Aodh= getterst
& APIO| 3 %z‘s}vﬂ, XA setterell st
SuSil6lellx= t=ol=oA ARgE= g} A
el il w3k 2ol Aejskalt.

Source - Sources are calls into resource
methods returning non-constant values into
the application code.

Sink - Sinks are calls into resource methods
accepting at least one non-constant data
value from the application code as parameter,
If and only if a new value is written or an
existing one Is overwritten on the resource.
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SipManager manager = SipManager.newInstance(this);
SipProfile Builder builder;

builder = new SipProfile.Builder(username,domain);
builder.setPassword(password);

SipProfile me = builder.build();

[ N S

6 | manager.open(me.getUriString()); /Open SIP session

Fig. 1. Code fragment for SIPManager session
open that acts as source.
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Fig. 2. Overall architecture (analysis pipeline)
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Table 2. Additional selected features. Features
are selected from SWAN, which are source/sink
related.

Feature group Feature
escap load
replac request
strip creat
match output
encod writ
regex set
check updat
verif send
authori handl
authen put

MethodInvocationName | 1ogin log
logout run
security execut
credential dump
bind print
connect pars
get makedb
read execute
decod saniti
unescap

MethodIsConstructor True/False

ReturnTypeContains- Request

NameFeature Builder
get
read
decode

SourceToReturnFeature | unescape
load
request
create
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Table 3. Dangerous permissions provided by
Google.

READ_CALENDAR
WRITE_CALENDAR
READ_CALL_LOG
WRITE_CALL_LOG
PROCESS_OUTGOING_CALLS
CAMERA

READ_CONTACTS
WRITE_CONTACTS
GET_ACCOUNTS
ACCESS_FINE_LOCATION
ACCESS_COARSE_LOCATION
REACORD_AUDIO
READ_PHONE_STATE
READ_PHONE_NUMBERS
CALL_PHONE
ANSWER_PHONE_CALLS
ADD_VOICEMAIL

USE_SIP

BODE_SENSORS

SEND_SMS

RECEIVE_SMS

READ_SMS
RECEIVE_WAP_PUSH
RECEIVE_MMS
READ_EXTERNAL_STORAGE
WRITE_EXTERNAL_STORAGE

CALENDAR

CALL_LOG

CAMERA

CONTACTS

LOCATION

MICROPHONE

PHONE

SENSORS

SMS

STORAGE
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1 [new HookUtil().createInstance(SipManager.class)
2| .addClassLoader(loadPackageParam.classLoader)
3| .minimum(9) //minimum SDK definition

4| .hook("isOpened", String.class) //method name

5| .setOnHookListener((param, methodName) -> {

6 String localProfileUri = param.args[0].toString();
7 String returnValue = (param.getResult() == null)
8 7"

9

: param.getResult().toString(); //parameter hook

10 Map<String, String> content = new
HashMap<>(); //content as key-value formed data

11 content.put("localProfileUri", localProfileUri);

12 content.put("returnValue", returnValue);
13 new Util().log(methodName, content);
141 1),

Fig. 3. Dynamic hooking code fragment for API
parameter/return value logging.
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Table 4. Result of testing API version 4.4 - 9.0

with original SuSi model.

600

Training, 512
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Testing, 183

Training Testing
Neither 201 31
B Sink 131 51
B Source 180 101

Fig. 4. Dataset portion for training and testing
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Table 5. Result of testing APl version 8.1 - 9.0
with our approach.

Class R'I;:e RF;Ze Precision F-Measure Class RT;Ze R?:e Precision F-Measure
Source 0.87 0.10 0.92 0.89 Source 0.85 0.03 0.98 0.91
Sink 0.25 0.03 0.79 0.38 Sink 0.84 0.07 0.84 0.84
Neither 0.89 0.34 0.51 0.65 Neither 0.90 0.11 0.64 0.75
Xegighted 0.71 | 014 | 077 0.69 We;gvzted 0.86 | 0.05 0.88 0.86
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Table 6. Result of static analysis with analysis time, memory consumption.
Dangerous Static
Privacy (per each apk)
L;s}jiie Avg. Avg. Max Avg. Avg. TAOI;Ef{l
(static, # Leakag(_a Anﬁiisis Memory SﬁZfée g:ngk Dangerous Dangerous (#)
per each Founed. in time(s) Consumption Used(#) Used(#) Source Sink
APK) FlowDroid (#) (MB) Used(#) Used(#)
0 0.75 1.92 9.05 3.28 11.52 0 0 1751
1-5 14.51 143.40 54.70 20.96 51.88 1.8 0.47 633
6-10 14.60 25.84 48.86 26.49 64.69 6.69 0.73 130
11-20 41.95 64.69 87.67 57.88 175.55 13.46 0.754 61
21-30 65.75 113.0 120.75 95.25 302.83 24.83 0.58 12
31 - 147.0 291.64 203.21 189.71 641.07 47.78 1.07 14
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el APIE & dlolHZ ARg-3lom, 2 A5l e AR R 22 HlH 1 e3gket,
A wiAde] Aa SAE SEste] 5 Aol A FHE AR AN frEo] LA 2 1
" 25s B ook S Alslebd 1-5We] QIR freo] WA 1
wol 7 AujAel Aatz gel= it o] A ot
5.2 sto|lE2|E BN o5 EI}t B 25 vls i A A7te] 7] Zlew Eqld
thoole EMS AT AR Wlwe] Aanle asd)
Wrhe SlE tumolm oA Zradl 4 A3 Nerrhs APKe] 3t 9Est] wii
Fel AMAaaseld 2,80271¢] APKE 4 3ch olch. webA 633719 APKZ AR 9 15
(17). 2,8027H8] APK % 20178+ FlowDroid=® 225 10870419 4 A7E EE2E 7] W
AT ¢ oglenz vzl APKel s HiEE
Al egatoiet.
Table 6} Zo] 1,751718 APKe AA #A4l Static Result
/ﬁ U]ﬂ—%} 7H O]Z—]E‘ _ﬁ.%‘-o] HELM—(‘S}X] OJ—% 771% :10‘1 gra:'se::agrlectllrjoei;i.:zllgphonyTelephonyManager
5_2 _/': 9‘1%]1:]_ o]a]zﬂ— 0_[;‘_ /\/\oﬂ 1 JEU?]'Z]‘) ' Il\:.dzsl;:iepg::i;rizlntnf;eiﬁfi::i.sumas IMEI(International
I8 EASAR vk s R S WAEA Name : getSubseriberld
%l-% 7 O]TZ]— J:]iL 47H‘/] 01—“1]?“ ]d ]1 —‘o'& Class : android.telephony. TelephonyManager

Table 7. Result of dynamic analysis per static
analysis result.

Dangerous Dynamic
Privacy (per each apk)
L;akaie Total
oun Avg. Actual Avg. APK (#)
(Stétlc’ # Leakage Analysis
per each Found (#) time(s)
APK)
0 0 4.07 1751
1-5 6.07 4.11 633
6-10 5.16 4.06 130
11-20 7.08 4.08 61
21-30 9.67 4.14 12
31 - 8.0 4.05 14

Description : Returns the unique subscriber ID, for
example, the IMS| for a GSM phone.

Dynamic Result

Name : getLine TNumber
It Used : NO_DATA
It Returned : NO_DATA

Mame : sendTextMessage

It Used : srcAddress = NO_DATA

| dstAddress - +70000000003

data - i am (null + Samsung galaxys5)
It Returned :

Name : isProviderEnabled
It Used : provider - network
It Returned :

Mame : isProviderEnabled

] @ <

Fig. 5. Real-world application evaluation sample
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